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Disambiguation

Census Bureau
● a USA government agency

A census
● an official count or survey of a population

The decennial census
● a census carried out by the Census Bureau every 10 years
● “Counting everyone once, only once and in the right place”



Decennial census
• Every 10 years
• Goal: count every person once and in 

the right place
• Few questions

American Community Survey 
(and many other surveys)
• Every year
• Random sample of the population
• Many questions
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The data processing pipeline

Raw 
responses

Cleaned 
microdata
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Avoidance 

System

Final 
microdata



2010 reconstruction demonstration

Raw 
responses

Cleaned 
microdata

Disclosure 
Avoidance 

System

Final 
microdata

Reconstruction:
- Solving a constrained 
optimization problem



How Census data is used

Official Uses
● Congressional apportionment data
● Redistricting*
● Designing representative samples for surveys
● Funding formulas

Other uses
● Disaster planning
● Facility placement
● Budget
● Demographics / social science / economic research

○ How do food deserts affect economic mobility?
● …



The Census Hierarchy



Redistricting
Every 10 years, across the country

Built out of individual census blocks

Many different types / sizes
● Congress, state legislature, city 

council, school districts, …

One person one vote
● Congressional districts are 

typically balanced to 1 person 
according to last decennial 
census

● Supreme Court has thrown out 
district plan for not justifying an 
18 person deviation (Karcher)

● Other districts: 5—10% balance

Tract

Block

District

District



Racial gerrymandering
Strategically drawing districts to 
weaken the political power of a 
racial group

Illegal (unlike partisan 
gerrymandering)

Gingles test
● Can you redraw the districts 

so that the racial group is a 
majority in more districts?

● Do voters of different races 
vote differently?
○ Regression using census 

data + election data



One Person One Vote
Can’t draw equal population districts

Racial gerrymandering
Noise attenuates linear regression signal

The problem with DP (and every other source of noise)



Goals for DP disclosure avoidance system

• (𝜖,0)-DP
• Tunable workload + budget
• DP microdata, not just raw statistics

• ⇒ all counts are non-negative
• Exact state-level populations
• Sanity constraints

• Exact number of group quarters
• #householders < #households
• Children younger than parents

• Parallelizable

Cleaned 
microdata

Disclosure 
Avoidance 

System

Final 
microdata

𝜖, 0 -DP histograms

Constrained 
optimization

DP 
microdata



The TopDown Algorithm
Inputs
● Census Hierarchy: 𝐻 = (𝐻!, … , 𝐻")

○ ℎ ∈ 𝐻ℓ is a unit of geography 
○ E.g., tract, block, …

● Workload of histograms 𝑄!, 𝑄#, …
○ 𝑞 ∈ 𝑄 is a single histogram bin
○ E.g., number of 25yo male Black 

Hispanics in tract 123456
● Budget allocation: 𝜖

○ Fraction 𝛽ℓ that level 𝐻ℓ gets
○ Fraction 𝛽" that histogram 𝑄 gets

● Dataset: 𝑎$ $∈&

Stage 1: Noise infusion
● For every ℎ ∈ 𝐻ℓ and every 𝑞 ∈ 𝑄:

○ '𝑎#,% ← 𝐺𝑒𝑜𝑚𝑀𝑒𝑐ℎ 𝑞 {𝑎#} , 𝜖 ⋅ 𝛽ℓ ⋅ 𝛽"

Stage 2: Post-processing
● For each level ℓ = 1,… , 𝑑 from top:

○ Compute '𝑎# #∈'ℓ
○ Minimizing ∑#∈'ℓ∑% 𝑞 {𝛼#} − '𝑎#,%

(

○ Subject to
■ Consistent with level ℓ − 1
■ Non-negative
■ Lots of other constraints

DP analysis
● Parallel composition
● Post-processing

Goals• (𝜖,0)-DP• Tunable workload + budget• DP microdata, not just raw statistics• Exact state-level populations• Sanity constraints
• Exact number of group quarters• #householders < #households
• Children younger than parents• Parallelizable



ToyDown: Simplifying TopDown
Inputs
● Census Hierarchy: 𝐻 = (𝐻!, … , 𝐻")

○ ℎ ∈ 𝐻ℓ is a unit of geography 
○ E.g., tract, block, …

● Workload of histograms 𝑄!, 𝑄#, …
○ 𝑞 ∈ 𝑄 is a single histogram bin
○ E.g., number of 25yo male Black 

Hispanics in tract 123456
● Budget allocation: 𝜖

○ Fraction 𝛽ℓ that level 𝐻ℓ gets
○ Fraction 𝛽" that histogram 𝑄 gets

● Dataset: 𝑎$ $∈&

Stage 1: Noise infusion
● For every ℎ ∈ 𝐻ℓ and every 𝑞 ∈ 𝑄:

○ '𝑎#,% ← 𝐿𝑎𝑝𝑙𝑎𝑐𝑒 𝑞 {𝑎#} , 𝜖 ⋅ 𝛽ℓ ⋅ 𝛽"

Stage 2: Post-processing
● For each level ℓ = 1,… , 𝑑 from top:

○ Compute '𝑎# #∈'ℓ
○ Minimizing ∑#∈'ℓ∑% 𝑞 {𝛼#} − '𝑎#,%

(

○ Subject to
■ Consistent with level ℓ − 1
■ Non-negative
■ Lots of other constraints

DP analysis
● Parallel composition
● Post-processing



ToyDown: Simplifying TopDown
Inputs
● Census Hierarchy: 𝐻 = (𝐻;, … , 𝐻<)

○ ℎ ∈ 𝐻ℓ is a unit of geography 
○ E.g., tract, block, …

● Budget allocation: (𝜖;, … , 𝜖<)
● Dataset: 𝑎= =∈>

Stage 1: Noise infusion
● For every ℎ ∈ 𝐻ℓ

○ 𝐿$~𝐿𝑎𝑝
#
*ℓ

○ 4𝑎$ ← 𝑎$ + 𝐿$

Stage 2: Post-processing
● For each level ℓ = 1,… , 𝑑 from top:

○ Compute 𝛼$ $∈&ℓ
○ Minimizing ∑$∈&ℓ 𝛼$ − 4𝑎$ #

○ Consistent with level ℓ − 1
■ Let @ℎ be the parent node of ℎ
■ ∑#"∈)*+, -# 𝛼#" = 𝛼-#

Output 𝛼= =∈>!



Plan: How does the error behave in ToyDown?

Total population error for a district
● District 𝐷, a collection of blocks
● 𝐸B = ∑=∈B 𝐸= = ∑=∈B 𝛼= − 𝑎=

Low population error districts à
Equal population districts

As a function of budget allocation 
across levels
● 𝜖 = 𝜖; + 𝜖C +⋯+ 𝜖<
● Where to put the budget?

As a function of a district’s shape
● How to draw low-error districts?



Allocating budget across levels

Recall census spine:
● Nation, state, county, tract, block group, block

For the most accurate block-level counts, should we…
● Put more budget at the top (Vote: Thumbs up)
● Put more budget at the bottom (Vote: Clap)
● Something else (Vote: No)



Notation

Hierarchy: 𝐻 = (𝐻;, … , 𝐻<)
● Depth 𝑑 tree
● Node: ℎ ∈ 𝐻ℓ

○ Children: ℎ!, ℎ#, … , ℎ+ℓ (Simplifying: each ℎ ∈ 𝐻ℓ has exactly 𝑛ℓ children)
○ Parent: ;ℎ

District: 𝐷 ⊂ 𝐻<

Error:
● 𝐸= = 𝛼= − 𝑎=
● 𝐸B = ∑=∈B 𝐸=

Stage 2: Post-processing
For each level ℓ = 1,… , 𝑑 from top:

Compute 𝛼! !∈#ℓ
Minimizing ∑!∈#ℓ 𝛼! − 2𝑎! $

s.t. ∑%∈['ℓ]𝛼 )!# = 𝛼 )!

Stage 1: Noise infusion
For every ℎ ∈ 𝐻ℓ

• 𝐿!~𝐿𝑎𝑝
$
+ℓ

• 2𝑎! ← 𝑎! + 𝐿!



The root’s error

Let ℎ = 1 be the root
𝐿; ∼ 𝐿𝑎𝑝 C

D"

No consistency constraint
⇒ 𝛼; = :𝑎; = 𝑎; + 𝐿;

Error: 𝐸; = 𝛼; − 𝑎; = 𝐿;

Expectation: 𝔼 𝐸; = 𝔼 𝐿; = 0

Variance: 𝕍 𝐸; = 2 C
D"

C
= E

D"#

Stage 2: Post-processing
For each level ℓ = 1,… , 𝑑 from top:

Compute 𝛼! !∈#ℓ
Minimizing ∑!∈#ℓ 𝛼! − 2𝑎! $

s.t. ∑%∈['ℓ]𝛼 )!# = 𝛼 )!

Stage 1: Noise infusion
For every ℎ ∈ 𝐻ℓ

• 𝐿!~𝐿𝑎𝑝
$
+ℓ

• 2𝑎! ← 𝑎! + 𝐿!



Level ℓ error

Thm
For non-root ℎ$ on level ℓ + 1

𝐸%, = 𝐿%, +
&
'ℓ

𝐸% − ∑( 𝐿%-

Observation: error trickles down, but weakly

Proof
𝐿!# ∼ 𝐿𝑎𝑝 $

+ℓ$%

Consistency
● Want to find 𝛼!% , … 𝛼!&ℓ closest to 2𝑎!% , … , 2𝑎!&ℓs.t. ∑. 𝛼!' = 𝛼!
● Projecting a point to a plane
● Solution: divide the error equally among the terms

𝛼!# = 2𝑎!# +
/
'ℓ

𝛼! − ∑. 2𝑎!'

Substitute 2𝑎!( = 𝑎!( + 𝐿!(:
● 𝛼!# = 𝑎!# + 𝐿!# + /

'ℓ
𝛼! − ∑. 𝑎!' + 𝐿!'

= 𝑎!# + 𝐿!# −
/
'ℓ
∑. 𝐿!' +

/
'ℓ

𝛼! − 𝑎!

Rearrange, and substitute 𝐸!( = 𝛼!( − 𝑎!( 𝛼! − ∑. 2𝑎!'

Stage 2: Post-processing
For each level ℓ = 1,… , 𝑑 from top:

Compute 𝛼! !∈#ℓ
Minimizing ∑!∈#ℓ 𝛼! − 2𝑎! $

s.t. ∑%∈['ℓ]𝛼 )!# = 𝛼 )!

Stage 1: Noise infusion
For every ℎ ∈ 𝐻ℓ

• 𝐿!~𝐿𝑎𝑝
$
+ℓ

• 2𝑎! ← 𝑎! + 𝐿!



Weight of a node for district 𝑫
Fraction of subtree contained in the district
● For leaf ℎ ∈ 𝐻": 

○ 𝑤! = 1 if ℎ ∈ 𝐷
○ 𝑤! = 0 if ℎ ∉ 𝐷

● For non-leaf ℎ ∈ 𝐻_ℓ:
○ 𝑤! =

/
'ℓ

∑.𝑤!'

Thm
𝐸A = 𝑤!𝐿! + ∑$∈&∖{!} 𝑤$ −𝑤E$ 𝐿$

Proof idea
● Prove general error for weighted sum of 

nodes on level ℓ by induction + collecting 
terms

District error

Stage 2: Post-processing
For each level ℓ = 1,… , 𝑑 from top:

Compute 𝛼! !∈#ℓ
Minimizing ∑!∈#ℓ 𝛼! − 2𝑎! $

s.t. ∑%∈['ℓ]𝛼 )!# = 𝛼 )!

Stage 1: Noise infusion
For every ℎ ∈ 𝐻ℓ

• 𝐿!~𝐿𝑎𝑝
$
+ℓ

• 2𝑎! ← 𝑎! + 𝐿!



Error for a single block

● 𝕍 𝐸FGHIJ = KL"#

*"#
+ ∑ℓM#,…,"

K
*ℓ
#∑$∈&ℓ 𝑤$ −𝑤E$

#

● 𝑤$ =
!

+ℓ⋅⋅⋅+$%"
if block is in subtree ℎ

● 𝑤$ = 0 if block is not in subtree

𝕍 𝐸FGHIJ ≈ C
ℓM!,…,"

8
𝜖ℓ# 𝑛ℓ⋯𝑛"O! #



Variance for single block:  ∑ℓF;,…,<
E

Dℓ
# Hℓ⋯H%&" #

𝑳𝟏-error in Topdown
A small selection of TopDown results on 
reconstructed Texas data from the 2010 
Census. The allocation (ε1, . . . , ε6) goes 
from the nation to census blocks. 



Allocating budget across levels

Recall census spine:
● Nation, state, county, tract, block group, block

For the most accurate district-level counts, should we…
● Put more budget at the top (Vote: Thumbs up)
● Put more budget at the bottom (Vote: Clap)
● Something else (Vote: No)



District level errors in ToyDown, experiments

Red/Green – builds districts out of whole tracts

Blue – Squarish districts out of blocks

Orange – Random (discontiguous) blocks



Fragmenting the hierarchy

Variance when 𝜖! = ⋯ = 𝜖" =
*
"

● 𝕍 𝐸A = K"#

*# 𝑤!# + ∑ℓM#,…,"∑$∈&ℓ 𝑤$ −𝑤E$
#

● 𝕍 𝐸A = K"#

*# 𝑤!# + ∑$∈& 𝑤$ −𝑤E$
#

Fragmentation score of a district
● 𝔽 𝐷 = ∑$∈& 𝑤$ −𝑤E$

#

Example: Binary hierarchy, D contains ½ the blocks

● Left-Right  à 𝔽 𝐷GPQR = 2 ⋅ !S =
!
#

● Even-Odd  à 𝔽 𝐷PTP+ = 2" ⋅ !S = 2"O#



ToyDown
versus
TopDown



The effect of non-negativity
Stage 1: Noise infusion
● For every ℎ ∈ 𝐻ℓ

○ 𝐿#~𝐿𝑎𝑝
(
.ℓ

○ '𝑎# ← 𝑎# + 𝐿#

Stage 2: Post-processing
● For each level ℓ = 1,… , 𝑑 from top:

○ Compute 𝛼# #∈'ℓ
○ Minimizing ∑#∈'ℓ 𝛼# − '𝑎# ( s.t.:
○ Hierarchically consistent
○ Non-negative

Output 𝛼$ $∈&'

Small counts bounce off 0
● Positively biased error 
● 𝔼 𝐸$ > 0 if 𝑎$ ≈ 0

Large counts compensate
● Hierarchical consistency 
● Negatively biased error
● 𝔼 𝐸$ < 0 if 𝑎$ ≫ 0



The effect of non-negativity



ToyDown v TopDown
Inputs
● Census Hierarchy: 𝐻 = (𝐻!, … , 𝐻")

○ ℎ ∈ 𝐻ℓ is a unit of geography 
○ E.g., tract, block, …

● Workload of histograms 𝑄!, 𝑄#, …
○ 𝑞 ∈ 𝑄 is a single histogram bin
○ E.g., number of 25yo male Black 

Hispanics in tract 123456
● Budget allocation: 𝜖

○ Fraction 𝛽ℓ that level 𝐻ℓ gets
○ Fraction 𝛽" that histogram 𝑄 gets

● Dataset: 𝑎$ $∈&

Stage 1: Noise infusion
● For every ℎ ∈ 𝐻ℓ and every 𝑞 ∈ 𝑄:

○ '𝑎#,% ← 𝐺𝑒𝑜𝑚𝑒𝑡𝑟𝑖𝑐 𝑞 {𝑎#} , 𝜖 ⋅ 𝛽ℓ ⋅ 𝛽"

Stage 2: Post-processing
● For each level ℓ = 1,… , 𝑑 from top:

○ Compute '𝑎# #∈'ℓ
○ Minimizing ∑#∈'ℓ∑% 𝑞 {𝛼#} − '𝑎#,%

(

○ Subject to
■ Consistent with level ℓ − 1
■ Non-negative
■ Lots of other constraints

DP analysis
● Parallel composition
● Post-processing



Measuring Racial Polarization (gerrymandering)




